1.1 YubiKey Initial Set-up Windows Users

The following section goes over how to set up your PIN for your YubiKey using a windows machine.
This section will assume that your YubiKey has already been inserted into your computer.

If you have a MacBook please skip to section 1.2
If you have already set a PIN please skip to section 2.
Follow the below steps to register your YubiKey on a Windows Machine

1. Insertyour YubiKey if you have not already into a USB slot on the computer
2. Goto settings on your machine by clicking the Start Menu > Settings

Documents

Pictures

Settings

3. From the Windows Setting screen type Login into the “Find a Setting” search bar and then
click on Sign-In Options




Windows Settings

Login X

€, Change your password

€\ Sign-in options

Devi

Bluet }, iPhc
€\ Set up fingerprint sign-in
@ Start Magnifier automatically after sign-in

Apps

Unins @ Start Magnifier before sign-in for everyone nail, 5y

le
Show all results
Ease of Access () Search

4. Click on Security Key and then click Manage
Sign-in options
*Some of these settings are hidden or managed by your organization.
Manage how you sign in to your device

Select a sign-in option to add, change, or remove it.

e » Windows Hello Face
This aption is currently unavailable—click to learn more

Windows Hello Fingerprint

9)

This aption is currently unavailable—click to learn more

==r Windows Hello PIN

= This option is currently unavailable—click to learn more

ﬂ Security Key
Sign in with a physical security key

Manage a physical security key that can log you into
applications.

Learn more

Manage



5. Touchyour YubiKey as prompted by the next screen

Touch your security key.

6. Clickon Add a Security PIN

* Security Key PIN

Creating a PIN for your security key helps keep you
secure

Add

Reset Security Key

Remove everything from this security key and reset to
factory settings

Reset

Close

7. Create your PIN. Your PIN must be at least 4 digits. Then click ok
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8. Click Close
9. Your PIN is now set. Move onto Section 2

1.2 YubiKey Initial Set-Up Apple MacBook User

The following section goes over how to set up your PIN for your YubiKey using an Apple MacBook.
This section will assume that your YubiKey has already been inserted into your computer.

If you have a Windows PC please refer back to section 1.1
If you have already set a PIN please skip to section 2.
Follow the below steps to register your YubiKey on an Apple MacBook

1. Insertyour YubiKey into your MacBook
2. Click Quit on the Keyboard Setup Assistant screen that pops up



@ Keyboard Setup Assistant

Keyboard Setup Assistant

Your Yubico device cannot be identified and will not be usable until it is
identified.

If your keyboard is working properly and you have an additional USB input
device connected to your computer that is not a keyboard, you may quit
this application.
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3. Download and install the YubiKey Manager from the following site: YubiKey Manager |
Yubico

www.yubico.com

English & Contact Sales Resellers Support
yubICO Why Yubico Products  Solutions  Industries  Resources  Support Q Store
Home » Support » Downloads » YubiKey Manager

Use the YubiKey Manager to configure FIDO2, OTP and PIV functionality on your YubikKey on Windows, macOS, and Linux operating systems. The tool
works with any currently supported YubiKey. You can also use the tool to check the type and firmware of a YubiKey. In addition, you can use the
extended settings to specify other features, such as to configure 3-second long touch.

Downloads

Linux - Ubuntu Download
Linux - Applmage Download (May require installation of the pcscd package)
Linux - Source Code Download

macOS Download

4. Open the YubiKey Manager Application


https://www.yubico.com/support/download/yubikey-manager/
https://www.yubico.com/support/download/yubikey-manager/

L] L ] YubiKey Manager

@ Help 3 About

Hage  Applications Interfaces

YubiKey 5C Nano

Firmware: 5.4.3
Serial: 27228621

5. Click Applications > FIDO2
6. Create your PIN (Your PIN must be a minimum of 4 digits)
L L YubiKey Manager

YubiKey 5C Mano (27228621) @ Help @ About

Home  Applications Interfaces

Set FIDO2 PIN A

Mew PIN =*°*

Confirm PIN ****|

< Back

7. Click the Set PIN button
8. Your PIN is now set. Please move onto section 2

2. Adding your CNH Accounts to your YubiKey

The following section assumes that you have created the PIN for your YubiKey. If you have not refer
back to Section 1.1 for Windows Machines or section 1.2 for MacBook Users



You can add up to 25 different accounts to your Yubikey. So you can add your normal user account,
-admin account, and more

1. Openup aWeb Browser
2. Goto portal.office.com and sign in if you are not already
a. Note: If you are adding a -admin account please use an in-private/incognito
browser session and sign into your dash admin account. Remember your sign-in e-
mail will be <dash admin account name>@cnmc.org as shown in the screenshot
below:

B® Microsoft
Sign In

jdoe-admin@cnmc.org

Mo account? Create one!

Can't access your account?

Back MNext

3. Clickonyour name in the top corner and then click view account

\@,# Children’s National Microsof ft 365

i Johnson, Brian E
Welcome to Microsoft 365 ﬂ ohnson. Brian £
BEIGHNSON@«hildrensnatio
\ icrosof 365 profile

Recommended

7 Johnson, Brian ‘f

4. Under the security info tab click update info

Security info

7

Keep your verification methods and security
info up to date,

UPDATE INFO >

5. Under the Security Info tab click Add-Sign Method > Security Key > Add



Add a method

Which method would you like to add?

Security key o

6. Onthe next screen click next

7. You will then get an MFA prompt please respond

Security key X

To set up a security key, you need to sign in with two-factor

authentication.
N

8. Click on USB device on the resulting Security Key prompt

Security key X

Choose the type of securnty key that you have.

| Bl USE device I

| B MNFC device

9. Click next onthe have your key ready screen

10. Onthe QR Code screen click Save Another Way



Create a passkey on a phone or tablet

Scan this QR code with a camera on the device where you want to
create a passkey for login.microsoft.com
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Save another way

11. Click Use an external security key

=

Choose where to save your passkey for login.microsoft.com

C: Use a phone, tablet, or security key

@ Use an external security key

12. Click OK on the resulting security key setup screen



Windews Security x

Security key setup

Set up your security key to sign in to login.microsoft.com as
sraufii@childrensnational.org.

This request comes from Msedge, published by Microsoft
Corporation.

(.

13. Click OK on the following screen

Windows Secunty »

Continue setup

This will let loginmicrosoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your usermname.

Mote: & record of your visit to this site will be kept on your
security key.

14. On the resulting screen enter your PIN that was created earlier

Windows Seourity x

Continue setup

Please enter your security key PIN.
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15. Name your key something that you can identify




Security key X

MName your security key. This will help distinguish it from other keys.

Yubico

16. Click Next

3. Sign-In with Yubikey
The following section will walk through signing in with your Yubikey

1. Goto portal.office.com in an in-private/incognito browser
2. Onthe Microsoft Sign in page click Sign-in options

a8 Microsoft
Sign in

Email, phone, or Skype

Mo account? Create one!

Can't access your account?

Back Mext

£ soninoptions

3. Under Sign-in options, Click Face, fingerprint, PIN or security key




a8 Microsoft
Sign-in options

® Face, fingerprint, PIN or security key
-t @

Use your device to sign in with a passkey.

O Sign in with GitHub ®
Personal accounts only

Sign in to an organization
E Search for a company or an organization you're
working with.

Back

4. Click Windows Hello or external security key

=0

Use a saved passkey for login.microsoft.com

_D_ Windows Hello or external security key

curity key

5. Enteryour security PIN



Windows Security >

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

Please enter your security key PIN.

OK Cancel

6. Touchyour YubiKey
Windows Security >

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

6
Touch your security key.

Cancel

7. Selectthe accountyou would like to use (If you have multiple accounts stored)



Windows Security *
Making sure it's you
Flease sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

bejohnson-admin
bejohnson-admin@cnmc.org

login.microsoft.com

More choices

o8 BEJOHNSON@childrensnational.org
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